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—
RECENT EVENTS AND STATISTICS

« Recent BA attack by Magecart (Romanian/Lithuanian gang) — talk of multi-million £
fine.

— Did they attack before (previous issue) and leave a back door to exploit later?
— Also attacked Ticketmaster - riskia.com-11/9/18

« Dixons/Carphone Warehouse was biggest (known) breach in UK history
— 5.9 million customer card details.
— 1.2 million personal records.
— £400k fine (saved from bigger GDPR fine by timing) - source: BBC news 31/8/18

« 30% of UK companies have sacked employees for data-breach negligence.
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FACTS AND FIGURES - H1 2018

H1 of 2018 saw a 133 percent increase in stolen, lost or compromised records over
H1 2017.

Social media incidents account for over 56 percent of records breached.

65 percent of data breach incidents involved identity theft.

Break Down of the 2018 Breach Level Index Stats:

- 18,525,816 records compromised every day.
- 6,761,922,840 per annum.

- 771,909 records compromised every hour.

- 12,865 records compromised every minute.
- 214 records compromised every second.

Encryption was used in only 2.2% of cases!!

Source: Gemalto Breach Level Index Report - H1 2018
MARSH 14 May 2019 2



GDPR: THE INSURANCE POSITION




—
GDPR AND ITS IMPACT ON INSURANCE POLICY WORDINGS

« Cover for breaches of data protection legislation is not a new concept.

* You may have cover for certain exposures under some of your existing insurance
policies, e.g. public and products liability, employers liability, legal expenses,
professional indemnity, and privacy liability.

« Speak to your broker for assistance in establishing your position.
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CYBER INSURANCE SUMMARY

Cover for your liability to third parties,
defence costs, regulatory fines, in respect
of:

- A data breach

- Breach of data protection legislation

- Breach of confidentiality agreements

- Network hijacking, including virus
transmission

Content injury cover in connection with
your publishing and broadcasting activities,
and your website content and functionality

Cover for payment card industry (PCI) data
security fines and assessments

Cover for loss of income and increased
costs of working resulting from network
interruption caused by a security failure,
system failure or operational error
(including failure of your outsourced
service providers)

Cover for the costs of recovering,
reconstruction, reloading or replacing
digital asses which have been impaired
due to a security failure, system failure or
operational error (including failure of your
outsourced service providers)

Cover for the payment of cyber extortion
losses and expenses

Associated crisis response costs including
IT forensic costs, legal expenses,
notification expenses, customer call centre
costs, identity theft remediation services
and public relations costs



GDPR: ARE FINES AND PENALTIES INSURABLE?

@)ntinental Europe and United Kingdom

“The insurability of GDPR fines and penalties may
not have uniform application in the EU. GDPR itself
is silent on the issue. A key consideration is whether

the relevant regulator has stipulated that its fine
cannot be recovered from any third party. Within the

UK, the Financial Conduct Authority has expressly

prohibited the insurability of fines imposed by it on

FCA regulated firms. To date, we do not know the

position of the UK Information Commissioner’s Office
on the recoverability of an administrative fine levied
for non-compliance with the GDPR.”

Decisions of insurability are likely to be
clarified in the first instance as a matter
of case law in each country.
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RISK MANAGEMENT: SUGGESTED CHECKPOINTS

Risk identification

Crisis management

IT disaster recovery

Reputational risk

Non-damage business interruption
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EXAMPLE OF INCIDENT AND RESPONSE

« On Monday March 18t March Norsk Hydro (one of the world’s largest aluminium
producers) was hit by a major ransomware attack.

» Resulted in production stoppages in Europe & USA
 Impact lasted until Wednesday afternoon (20t March)

 Eivind Kallevik (CFO) said that there was no fixed timeline for when all systems
would be up and running

 Crucially, no ransom paid due to an effective system of back-ups

« The malware used was relatively new and difficult to detect (LockerGoga). As this is
not self-propagating, which means someone uploaded and deployed the software
across the network. This was a targeted attack

 Insurance was in place, back-ups were robust and the ITDR plan responded
effectively.

» This is a good example of how disruption was minimised through effective planning

*  Source: Wired.co.uk 21st March 2019
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—
PRESENTER CONTACT

Eric Alter

eric.alter@marsh.com

+44 (0) 7920 212079
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